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Abstract
Ransomware has become one of the most common cyber risks for
businesses. Average ransom payments have increased sharply since
2018, despite attackers still exploiting longstanding technical issues.
To better understand why attackers can extract increasingly large
ransoms from victims, we study various explanations for ransom
outcomes: technical (backup availability and data security); eco-
nomic (insurance and external consultants); and negotiation strat-
egy.Wemodel ransomware negotiation using a six-stage framework
synthesized from prior literature, capturing the attacker’s approach
to negotiation, discounts, and re-extortion, as well as the victim’s
engagement and payment decisions. We evaluate these stages using
two datasets: (1) 461 ransomware incidents reported to the police
(2019–2023); and (2) metadata from 237 negotiation transcripts that
were published online. Across both datasets, payment outcomes are
most strongly associated with victims’ early-stage conditions rather
than attackers’ late-stage pricing strategies. Fully recoverable back-
ups sharply reduce engagement and payment, while higher victim
revenue increases the likelihood of negotiation and discounting.
Longer negotiations increase the likelihood of discounts, but are
associated with lower payment rates. We find no evidence that
cyber insurance directly increases payment or that discount size
independently affects payment once interaction is accounted for.
Our results suggest that improving victims’ early-stage conditions,
primarily via backup reliability, offers greater leverage for reducing
ransomware prevalence and profitability than focusing on negoti-
ation tactics. Our main recommendation is that practitioners and
researchers focus on the organizational processes surrounding back-
ups, an overlooked topic within academic computer security.

CCS Concepts
• Security and privacy → Economics of security and privacy;
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1 Introduction
Ransomware has evolved from automated software that demands a
fixed ransom payment into a sophisticated criminal enterprise in
which attackers engage in selective targeting, dynamic pricing, and
strategic negotiation [7, 54, 58, 81]. The change in business model
coincided with a sharp increase in the frequency and impact of
ransomware incidents [65]. Ransomware comprised 40% of publicly
reported incidents impacting businesses in 2024, up from around 1%
in 2016 [21]. In terms of impact, one professional negotiator reports
the average ransom payment rose from $6k in Q3 2018 [18] to
$1.13m in Q2 2025 [19]. These rapid changes destabilized the cyber
insurance market [56, 76] and led politicians to declare national
emergencies related to specific ransomware incidents [30].

The escalating negative impact of ransomware cannot be ex-
plained by ransomware actors using new technical breakthroughs.
Industry reports find the majority of incidents begin with stolen
credentials [19, 65, 69, 73], obtained via well-established cybercrime
techniques like phishing [26, 55] or cybercrime marketplaces [25,
46].When ransomware groups exploit software vulnerabilities, they
typically rely on longstanding issues like memory safety [20, 61].
If technical innovation alone is insufficient to understand the con-
tinued rise of ransomware then an alternative lens is needed. We
suggest behavioral and economic explanations.

Ransomware has proved highly lucrative for criminal actors, in
part, because they can extract high ransom payments from victims
through negotiation. Prior work and industry commentary propose
several mechanisms that may shape negotiation outcomes. Some
argue that paying ransoms may increase the risk of re-extortion
or incentivize future attacks [6, 48]. Incident response (IR) firms
suggest that inexperienced negotiation on the part of victims can
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lead to higher payments. Others emphasize the role of backup relia-
bility, although this is undermined by data exfiltration threats [48].
Finally, the insurance industry has been accused of encouraging
ransom payments by absorbing part of the financial risk [42].

Despite their prominence, the many channels through which
negotiation can influence ransomware outcomes have received
limited empirical evaluation. Ransom victims are a hard-to-reach
population because disclosing details of the attack may incur legal
and reputation risk. As a result, ransom negotiation is an under-
studied (extreme) experience for network operators, a user group
that “have not received significant attention by prior research” [22].

To help victims achieve better negotiation outcomes, we ask:
RQ1: Which factors influence ransomware negotiations?
RQ2: How does negotiation strategy impact discounts?
RQ3: What problems do victims face post-payment?

To addressRQ1, wemodel 461 police and IR-reported ransomware
incidents (2019–2023) as a six-stage negotiation process. To address
RQ2, we analyze metadata from 237 negotiation transcripts across
23 ransomware groups. To address RQ3, we conduct a qualitative
case study of reinfection and post-payment outcomes among the
ransomware incidents.

Contributions.We find the following:

RQ1 Across 461 incidents, payment rates are higher when attack-
ers start with high ransom demands and negotiate, even
though these cases involve higher final prices than low fixed-
price demands. Stage-level analysis shows that this reflects
a selection effect: only a subset of high-demand cases, typi-
cally involving higher-revenue victims without recoverable
backups, progress to later stages where payment becomes
likely. In contrast to claims from IR companies, these results
indicate that payments are not driven by pricing, negotiation
tactics or insurance, but by whether victims lack technical
recovery options.

RQ2 Using metadata from 237 negotiation transcripts across 23
ransomware groups, we find that longer negotiations are
associated with receiving discounts but are also associated
with lower payment rates. Incident response (IR) firm in-
volvement similarly increases the likelihood of discounts
but is not associated with a higher probability of payment.
These results challenge the assumption that more intensive
or structured negotiation reliably improves outcomes, and
suggest that negotiation strategy primarily affects how bar-
gaining unfolds rather than whether payment occurs.

RQ3 Across the 461 incidents, reinfection attempts occur in 3.7%
of all cases, while among paying victims, 2.5% never received
a decryption key, 6.7% experienced partial or delayed decryp-
tion, and post-payment renegotiation occurred in 7.6% of
cases. These findings refine claims that post-payment risks
are sufficiently severe to consistently deter victims from
paying.

Section 2 provides background on ransomware negotiation and
synthesizes prior work into a six-stage framework. Section 3 de-
scribes the data sources and hypotheses. Section 4 presents the
empirical analyses. Section 5 discusses the findings and limitations.
Section 6 concludes.
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Figure 1: Six-stage framework of ransomware negotiation.
The diagram shows the sequence of decision points from at-
tacker willingness to negotiate to post-payment interaction,
including possible exits at each stage.

2 Background
Prevalence Ransomware remains rare among individuals, with an-
nualized frequency estimated at 0.1% in a nationally representative
survey [8]. Annualized victimization rates among businesses range
from around 1% to 60% depending on the study [78]. Recent cap-
ture–recapture estimates for the Netherlands suggest an annual risk
of 1.3% for large companies and 0.6% for medium companies, with
reporting rates to police around 40% [53]. In terms of impact, the
average ransomware incident cost is estimated at over $1 million in
a study of public incidents [21]. The mean value of cyber insurance
claims resulting from ransomware was $292k in 2024 [16]. These
quantitative estimates do not account for impacts like emotional
stress and support network disruptions [44, 84].

The Nature of Ransomware Ransomware differs from most
computer security incidents because the attacker actively facilitates
detection by displaying a ransom note and communicating with the
victim. By contrast, threat actors usually attempt to remain unde-
tected [3, 38]. Indeed, the NIST-800-61 “Computer Security Incident
Handling Guide” [15] devotes more subsections to detection than
any other stage of incident response.

Ransomware actors want to interact with victims in order to ex-
ploit business interruption, data exfiltration, and time pressure. This
turns recovery into a negotiated process rather than a purely tech-
nical response [12]. The novelty of negotiating with cyber criminals
can be seen in NIST-800-61 not mentioning “negotiation” once [15].
As a result, the outcome of a ransomware incident depends not
only on the technical details of compromise, but also on a sequence
of behavioral decisions made by both attacker and victim.

To model these sequential decisions, Figure 1 presents a six-stage
framework based on insights from game theory and industrial eco-
nomics. In a game-theoretic sense the attacker must ultimately
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decide: the size of initial ransom demand, whether they want to
engage in negotiation with the victim, the maximum discount they
are willing to offer (if any) in the case of negotiation, and actions
post-payment. The victim must decide: the maximum ransom they
are willing to pay and whether they are willing to negotiate with
the attackers. The six stages in our framework represent an irre-
versible ordering of decisions that encapsulate the strategic choices
of attacker and victim, transitioning from signaling a willingness
to negotiate (stages 1-2), discounts and negotiation (stages 3 and 4)
to payment and post-payment decisions (stages 5 and 6).

Crucially, the attacker and victim have incentives to implement
a forward looking strategy whereby, for instance, the attacker’s
decision of whether to show willingness to negotiate in stage 1
will depend on their expectation of outcomes in stages 2-5. Such
forward looking expectations create a conditional dependence that
can only be studied by modeling all six stages together. In particular,
stage 4, and negotiations, are conditional on attacker and victim
choosing to engage in those negotiations and not take alternative
paths at stages 1-3. Thus, attacker and victim only reach stage 4 if
they both believe they have something to gain from the negotiation
path.

While some stages have been examined individually, such as
payment decisions [9, 12, 13, 47, 50], decryptor reliability [24, 48],
and backups [51], no prior work empirically models progression
through all stages (see Table 1). Isolated analyses in prior work
cannot account for conditional dependencies between stages.

Stage 0. Initial compromise. Before negotiation can occur, ran-
somware actors must gain access to a system and deploy malware
and/or exfiltrate data. Computer security research into ransomware
has primarily focused on this stage, including novel attack tech-
niques [59, 80], detection heuristics [35, 74, 83, 85], and defensive
measures [32, 39, 66]. These questions of how to attack, detect, and
prevent ransomware are familiar to computer scientists, but do
not address the defining feature of modern ransomware, namely
active negotiation with the victim. Stage 0 is outside the scope of
the current study and is included here for completeness.

Stage 1. Attacker willingness to negotiate. Until around 2016,
ransomware actors largely relied on fixed ransom demands [64],
meaning that interactive negotiation was largely absent. A 2016
study found that only a small fraction of victims paid ransoms, in
part due to distrust and limited ability to facilitate cryptocurrency
payments [68]. In such cases, victims faced a take-it-or-leave-it
demand with no opportunity for interaction. Subsequent work
suggests that ransomware actors adapted by allowing negotiation,
as attacker–defender communication enabled initial demands to be
adjusted based on victim responses [54]. As interactive negotiation
became more common after 2016, prior work began to examine
individual aspects of the negotiation process.

In Stage 1, attackers must either issue a fixed ransom demand
or permit negotiation by providing contact details, such as a chat
link or email address. This decision determines whether the in-
cident can progress into an interactive exchange. In many cases,
the size of the ransom demand is only revealed after the victim
makes contact, which allows attackers to assess responsiveness,
operational impact, and apparent ability to pay before committing
to a price. Negotiation is costly for attackers in terms of time and
resources and so it is optimal to only negotiate where the expected

gain in ransom revenue exceeds the cost. Attackers may, thus, be
less likely to engage in negotiation when expected returns are low,
for example when victims appear unable to pay or to complete
cryptocurrency transactions [53, 68].

Stage 2. Victim willingness to negotiate. At Stage 2, victims
presented with contact details decide whether to initiate communi-
cation with the attacker [17, 51]. Some victims engage immediately,
while others remain silent. This decision reflects an assessment of
expected losses, recovery prospects, and the potential informational
value of dialogue. For example, dialogue is more likely when back-
ups are unavailable or exfiltrated data is sensitive. Prior empirical
work has merged this stage into later payment outcomes rather
than modeling negotiation initiation itself (see Table 1).

Stage 3. Discount offering. If communication begins, Stage 3
captures whether attackers reduce the initial ransom demand dur-
ing the exchange. Industry reports and anecdotal evidence indicate
that discounts are common in ransomware negotiations, often re-
ducing demands by 50–90% [7]. Attackers may infer victim willing-
ness to pay from message tone, urgency, or perceived payment fea-
sibility. Threats of rapid escalation, such as warnings that failure to
pay within 48 hours will double the ransom, are frequently reported,
but experienced negotiators know this is rarely enforced [50].

Stage 4. Discount size. This stage captures how large a discount
is offered once attackers decide to reduce the ransom demand. It is
distinct from the prior stage because the final demand may result
from repeated back-and-forth communication between attacker and
victim, sometimes spanning dozens of messages. While discounting
appears flexible in practice, some ransomware-as-a-service (RaaS)
groups have introduced internal rules that restrict discount size in
an effort to maintain pricing discipline across affiliates. For example,
an industry analysis of LockBit documents formal negotiation rules
that prohibit discounts exceeding 50% of the initial ransom demand,
motivated by concerns that inconsistent discounting undermines fu-
ture negotiations [67]. Related academic work proposes theoretical
bargaining models to study how negotiation may influence ransom
demands [81], but does not empirically validate negotiations across
stages.

Stage 5. Payment decision. Stage 5 captures whether a vic-
tim ultimately pays the ransom after negotiation. This stage has
received the most attention in prior work. One line of research quan-
tifies ransom payments at an aggregate level, primarily through
blockchain analysis of cryptocurrency flows [9, 28, 31, 60], with
complementary estimates provided by industry reports [14]. Such
studies only sample incidents where the victim paid. Other studies
model payment as a binary outcome, focusing on whether victims
pay or not pay [13, 50].

Non-quantitative studies have emphasized qualitative factors
like the role of cyber insurance [77], data breach notification obli-
gations [29], sanctions compliance [71]. Game-theoretic models
of ransom payment focus on the structure of incentives without
studying real-world outcomes [13, 79]. Another strand of research
analyzes payment willingness in hypothetical situations involv-
ing individuals and organizations [12, 17, 27, 47, 50]. Across these
approaches, payment is typically treated as a standalone decision,
without conditioning on earlier negotiation stages.
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Table 1: Ransomware studies mapped to our negotiation
framework. Ticks indicate explicit analysis of a stage.

Investigated Stages
Article Year Data Type n 1 2 3 4 5 6

[40] 2017 Theory - ✓
[13] 2019 Theory - ✓
[24] 2021 Decryptors 78 ✓
[17] 2022 Cases 41 ✓ ✓
[41] 2022 Theory - ✓
[54] 2022 Cases 453 ✓ ✓
[82] 2022 Theory - ✓ ✓
[50] 2023 Cases 382 ✓
[12] 2023 Survey 1,798 ✓
[11] 2023 Theory - ✓
[79] 2023 Theory - ✓ ✓
[27] 2024 Survey 800 ✓
[47] 2024 Survey 445 ✓
[81] 2025 Theory - ✓ ✓ ✓
[75] 2025 Survey 51 ✓

This work 2026 Cases 698 ✓ ✓ ✓ ✓ ✓ ✓

Stage 6. Post-payment interaction. The final stage captures
interactions after payment, including decryption failure and re-
extortion. Although frequently discussed in policy and industry
reports [48], empirical estimates of post-payment outcomes are
rare. One laboratory study found that roughly half of decryptors
failed under experimental conditions [24], but it remains unclear
how often such failures occur in real incidents. To our knowledge,
no prior work estimates the prevalence of re-extortion or other
post-payment outcomes in real incidents (RQ3).

Summary Prior work focused on isolated stages of ransomware
negotiation, but rarely the full process. Table 1 summarizes this
literature by mapping studies to the negotiation stages they exam-
ine. Most empirical work concentrates on the payment decision,
while earlier negotiation stages and post-payment interaction re-
ceive limited attention. This gap motivates a stage-based empirical
analysis that models negotiation as an end-to-end process.

3 Methodology
Given prior work has identified which variables are of interest, our
RQs aim to quantify how those variables influence each stage of
ransomware negotiations. This quantitative design requires collect-
ing many observations of ransomware incidents. Data collection is
challenging because negotiations are highly sensitive and occur in
private channels, in addition to existing challenges recruiting secu-
rity experts to user studies [33, 34]. These considerations are why
the first author was the only researcher authorized to access and
code the data, which meant inter-rater reliability was not possible.
However, the sole coder could at least use six years of experience
working on ransomware cases at the Dutch Police.

3.1 Data Collection and Labeling
We collect two historical samples to study ransomware negotiation
as a staged process within the six-stage model. Incidents reported to
the Police and incident response (IR) firms provide insights across

all stages (Stages 1–6), enabling analysis of negotiation initiation,
progression, discounting, payment, and post-payment outcomes.
To gain deeper insights into the under-studied Stages 3 and 4 of
negotiations (see Table 1), we also collect negotiation transcripts
that capture message volume, discounting, and payment outcomes.
Using multiple sources helps mitigate reporting biases associated
with each source individually.

3.1.1 Dataset 1: Police and Incident Response Data. Our primary
dataset combines 525 ransomware incidents reported to the Dutch
police between January 1, 2019 and January 1, 2023 with 116 ran-
somware incidents handled by a private incident response (IR) firm
between February 20, 2020 and January 1, 2023. Both sources were
originally collected for operational purposes rather than research.
Use of police data for scientific research is governed by Article 22
of the Dutch Police Data Act. Permission was granted under the
condition that all results be published in fully anonymized form.
This created a constraint that just one member of the research
team could access raw case details in order to identify and label
ransomware incidents.

Data extraction and labeling. Police cases were identified by
querying internal Dutch police information systems for reports
containing the keyword ransomware, followed by manual review
to confirm. This revealed reports and investigation records for
each case, which enabled case-level assessment of post-payment
outcomes (RQ3), including decryptor failure, renegotiation, and
reinfection. To identify delayed reinfection, we cross-matched vic-
tim identifiers across the merged police and IR dataset. Incident
response (IR) cases were provided directly to the lead author by
a private IR firm under a non-disclosure agreement. Due to this
agreement, only the lead author had access to identifiable case
details, and no other authors could inspect the raw IR reports.

We only included cases if reports explicitly described both file
encryption and a corresponding ransom demand. Reports referring
solely to attempted intrusions, generic malware, or non-encrypting
extortionwere excluded duringmanual validation. Duplicate records
or incidents were identified and merged using victim identifiers,
timestamps, and contextual descriptions. We extracted variables
using explicit decision rules based on observable evidence in the
reports. For example, payment was recorded only when a com-
pleted transaction was explicitly confirmed; similarly the offer of
a discount required a documented reduction between initial and
final ransom demands; and post-payment outcomes were coded
only when explicitly described in the case record. Ambiguous or
incomplete information was conservatively coded as missing rather
than inferred. The full codebook, including variable definitions and
decision criteria, is provided in the e-Appendix1. The final dataset
consists of 461 unique ransomware attacks against organizations, af-
ter excluding attempted intrusions, incidents targeting individuals,
and cases without encryption or a ransom demand.

Table 2 shows the list of variables. Only one researcher had
access to raw case details, which means inter-rater reliability tests
were not feasible. To limit subjectivity, we restricted variables to
factual, verifiable events rather than interpretive judgments.

1Accessed at: https://zenodo.org/records/21409313
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Measurement validity and scope. Measurement validity is ad-
dressed by focusing on observable actions and decisions recorded
during incident handling, by explicitly accounting for stage-dependent
and non-random missingness, and by clearly defining the scope
and generalizability of the results. Most structural variables are
observed for the majority of incidents, with relatively low missing-
ness for, for example, backup status (10.0%), victim’s yearly revenue
(2.4%), and payment (7.2%). Ransom demand (49.5% missing) and
discount size (53.1% missing) are observed only for incidents that
progress to negotiation, resulting in higher missingness by design.
Accordingly, stage-wise pricing and discount analyses are estimated
on stage-appropriate complete cases (Figure 3), while analyses of
negotiation progression and payment outcomes use the full set of
461 incidents (RQ1 and RQ3). No imputation was applied, as miss-
ingness primarily reflects the structure of the negotiation process
rather than measurement error.

Regarding scope, the sample over-represents victims in theNether-
lands. This limits direct generalization to other countries, as negoti-
ation practices may differ across legal, institutional, and economic
contexts. To partly address this limitation, we also analyze a second
dataset (see the next subsection). A further sampling bias results
from victims’ reluctance to report cyber incidents to the police [70].
To mitigate this limitation, we combine police data with incident
response (IR) firm data, which reduces reliance on police reporting
alone. The combined dataset therefore provides a broad view of
ransomware negotiation behavior within the Dutch context, while
generalization beyond the Netherlands should be made with cau-
tion.

3.1.2 Dataset 2: Negotiation Transcripts. To analyze Stages 3–5 of
the negotiation model, we collected a corpus of 237 ransomware
negotiation transcripts from 23 ransomware groups extracted from
ransomware.live on July 31, 2025. The dataset consists of publicly
accessible attacker-victim chats scraped from leak sites and related
infrastructure. Victims represented in the dataset are located world-
wide. Because these transcripts only exist once communication
has begun, they are used exclusively for analyses conditional on
negotiation engagement (Stages 3–5).

Data extraction and coding. Negotiation transcripts were ob-
tained via the public ransomware.live API. We used variables pro-
vided by the platform including message volume, initial and final
ransom demand, and observed payment outcomes. Manual valida-
tion of a random 10% sample confirmed that variables are recorded
only when explicitly present in the negotiation chats. We estimated
discount size by comparing the initial and final demands provided
by the API.

Measurement validity and scope. We cannot independently verify
each case because transcripts are anonymized. To assess plausibility,
we performed several consistency checks. First, all ransomware
groups referenced in the transcripts were active during the corre-
sponding time periods. Second, opening messages and negotiation
templates closely match those observed in verified police and IR
cases. Third, linguistic patterns and negotiation sequences are con-
sistent across transcripts and align with known ransomware group
practices. While these checks cannot fully eliminate fabrication risk,

they make large-scale fabrication unlikely. Publicly posted tran-
scripts may over-represent unsuccessful negotiations or disputes.
Accordingly, this dataset is best suited for analyzing discounting
behavior and negotiation dynamics conditional on engagement,
rather than estimating overall payment rates.

3.2 Variable Selection
Variables were selected based on three criteria. First, we prioritize
factors that recur in prior academic and industry work on ran-
somware negotiation, including organizational size, backup avail-
ability, and cyber insurance. Second, variables are aligned with
specific stages of the six-stage negotiation framework, and are in-
cluded only when they plausibly act as inputs to decisions at that
stage. Third, all variables are restricted to information observable
in structured police and incident response (IR) reports to ensure
consistent measurement across incidents.

Table 2 summarizes variable definitions, measurement, stage
alignment, and data sources. Some variables serve as outcomes at
one stage and as inputs at later stages; for example, attacker willing-
ness to negotiate (Stage 1 outcome) may proxy unobserved strategic
intent that also shapes discounting behavior in subsequent stages.
To avoid post-treatment bias, each variable enters the regression
framework only from the stage at which it becomes observable to
the negotiating parties. (see Table 2).

Organizational characteristics. We include victim revenue (log-
transformed) as a proxy for organizational size and financial ca-
pacity. Backup availability is categorized as no backups installed
or backups unrecoverable, partially recoverable, or fully recover-
able. This coding captures either how successful attackers were in
destroying backups, or reflects the degree of victim preparedness.

We also include variables for whether the victim bought cyber
insurance and whether they hired an IR firm. These are included to
evaluate claims that they influence negotiation outcomes, such as
the claim insurance incentivizes ransomware [37]. These variables
enter the model from Stage 2 onward, as they primarily affect victim
behavior once communication with the attacker becomes possible.

Attack characteristics. We considered including a variable for
each ransomware group, but this would have led to over-fitting
given many ransomware groups were observed just once or twice.
Instead, we included a binary indicator for ransomware-as-a-service
(RaaS) affiliation to capture differences in attacker organization. To
capture the details of the specific attacks, we include indicators
for whether data was exfiltrated and the initial ransom demand
(log-transformed).

Negotiation process and outcomes. Negotiation variables capture
whether the attacker and victim engage in negotiation and the
duration of interaction. Discount-related variables record whether
a discount was offered and the magnitude of that discount. In case
of back-and-forth negotiation discount is defined as the difference
between initial and final ransom demand. Payment is modeled as
the final outcome of the negotiation process.

3.3 Analysis
We estimate regression models aligned with the six-stage negoti-
ation framework and the three research questions. Incident-level
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Table 2: Variables, measurement, stage alignment, and missingness in the six-stage negotiation framework. Stages indicate the
first stage at which a variable appears; some variables serve as outcomes at one stage and inputs at subsequent stages.

Role by stage Variable Description Source Missing
(%)

Structural and attack characteristics (inputs from Stage 1 onward)
Input (Stages 1–5) 1a. Revenue (log) Log10 of estimated victim revenue. Police / IR 2.4
Input (Stages 1–5) 1b. RaaS affiliation Indicator for whether attack was conducted by a known

ransomware-as-a-service group.
Police / IR 11.3

Input (Stages 1–5) 1c–1e. Backup status Categorical variable to capture no backups vs
un/partially/fully recoverable backups.

Police / IR 10.0

Input (Stages 1–5) 1f. Data exfiltration Whether data exfiltration occurred as part of the ran-
somware attack (yes/no).

Police / IR 10.3

Stage 1: Attacker allows negotiation
Outcome (Stage 1);
Input (Stages 4–5)

1g. Negotiation
(attacker)

Whether the attacker allowed negotiation beyond an initial
demand (yes/no).

Police / IR 0.0

Stage 2: Victim initiates negotiation
Input (Stages 2–5) 2a. Cyber insurance Whether the victim held ransomware-relevant cyber insur-

ance during the incident (yes/no).
Police / IR 10.8

Input (Stages 2–5) 2b. IR firm involvement Whether a professional incident response firm assisted the
victim (yes/no).

Police / IR 0.0

Outcome (Stage 2);
Input (Stages 4–5)

2c. Negotiation (victim) Whether the victim initiated or participated in negotiation
(yes/no).

Police / IR 0.0

Stage 3: Discount offering
Input (Stages 3–5) 3a. Negotiation duration (log) Log10 of the total number of days with attacker–victim

communication.
Police / IR 15.2

Input (Stages 3–5) 3b. Initial ransom
demand (log)

Log10 of the initial ransom demand (EUR) stated by the
attacker.

Police / IR; Tran-
scripts

49.5

Outcome (Stage 3);
Input (Stage 5)

3c. Discount offered Whether the attacker offered a reduced ransom during ne-
gotiation (yes/no).

Police / IR; Tran-
scripts

49.5

Stage 4: Discount size
Outcome (Stage 4);
Input (Stage 5)

4. Discount size (log / propor-
tion)

Magnitude of the price reduction relative to the initial de-
mand.

Police / IR; Tran-
scripts

53.1

Stage 5: Payment
Outcome (Stage 5) 5. Payment Whether the ransom was paid (yes/no). Police / IR; Tran-

scripts
7.2

Note: Missingness varies systematically by stage. Structural variables and outcomes are observed for most incidents, while pricing and discount variables are available only for
incidents that proceed to negotiation. Missing values therefore reflect mostly stage-dependent observability rather than data loss.

police and IR data are used to model progression across negotiation
stages (RQ1) and payment and post-payment outcomes (RQ3). Nego-
tiation transcripts are analyzed separately to examine negotiations
conditional on engagement (RQ2). All analyses were conducted in
R (version 4.3.1), using standard libraries for logit regressions.

Stage-wise models (police and IR data). For the first five stages
of the model, we estimate regression models with stage-specific
outcomes. Binary outcomes for attacker negotiation (M1), victim
negotiation (M2), discount offered (M3), and payment (M5), are mod-
eled using logit regressions. Discount size (M4) is modeled using
ordinary least squares (OLS). Predictors are introduced iteratively
according to the six-stage negotiation framework (see Table 2). Each
model is estimated on the subset of incidents that have reached
the corresponding stage. Apparent missing values therefore re-
flect structural features of the negotiation process rather than data
quality issues, and no imputation is performed. This design avoids
conditioning on post-treatment information. Goodness-of-fit met-
rics (McFadden’s pseudo-𝑅2 for logit models and adjusted 𝑅2 for
OLS models) are reported in the e-Appendix. The primary purpose
of these models is to identify associations across stages rather than
to maximize predictive accuracy.

Transcript-based models (conditional on negotiation). To analyze
negotiations once communication has begun (RQ2), we estimate
two logistic regression models using the negotiation transcript

dataset. The first models whether a discount is offered (Stage 3). The
second models payment (Stage 5). Independent variables capture
message volume, initial ransom demand, and discount size. These
models are estimated conditional on negotiation and are not part
of the stage-wise incident-level regressions. McFadden’s pseudo-𝑅2

are reported for both models as Goodness-of-fit metric.

4 Results
4.1 Factors Influencing Negotiations (RQ1)
4.1.1 Descriptive Results. We begin with descriptive patterns ob-
served in the police and incident response (IR) dataset, which pro-
vides end-to-end visibility into ransomware incidents, including
whether negotiation occurred, whether discounts were offered, and
whether payment followed.

Figure 2 shows the same incidents grouped by ransom amount
and by their position in the six stage model. It distinguishes inci-
dents that end without negotiation, incidents that involve negotia-
tion but no discount, and incidents that involve both negotiation
and discounting. For discounted cases, both the initial and final
ransom demands are shown.

Figure 3 shows a staged funnel in which payment rates increase
monotonically as incidents progress through the negotiation pro-
cess. When communication is not allowed, the payment rate is
18.3%. Among incidents where communication is allowed, payment
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Figure 2: Negotiation outcomes by ransom amount distinguishing cases with no negotiation and negotiation. In the case of
negotiation with discount we provide data for both the final ransom demand and initial ransom demand.

All incidents
𝑁 = 461
Payment
(Stage 5):
119 (25.8%)

Stage 1:
Attacker allows
communication

No comm.
208/461 (45.1%)

Payment:
38/208 (18.3%)

Comm. allowed
253/461 (54.9%)

Payment:
81/253 (32.0%)

Stage 2:
Victim initiates
negotiation

No contact
145/253

(57.3% of S1)
Payment:

11/145 (7.6%)

Victim contacts
105/253

(41.5% of S1)
Payment:

70/105 (66.7%)

Stage 3:
Discount offered

Discount
offered
75/105

(71.4% of S2)
Payment:

53/75 (70.7%)

No discount
29/105

(27.6% of S2)
Payment:

16/29 (55.2%)

Figure 3: Progression of ransomware incidents through ne-
gotiation stages and payment outcomes. Payment rates are
reported within each subset.

increases to 32.0%. Conditional on victim engagement, the payment
rate rises to 66.7%. Among negotiated incidents that reach a dis-
count stage, the payment rate increases further to 70.7%. Payment
therefore occurs primarily in incidents that proceed beyond the
initial stages of the negotiation process.

Across both figures, a consistent pattern emerges. Incidents that
end in the early stages of the model are concentrated at lower
ransom levels and less frequently result in payment. For fixed de-
mands below €100,000 that do not involve negotiation, payment
rates are approximately 15 to 25%, and these incidents make up
most observations at the lower end of the ransom distribution.

When incidents proceed to negotiation but do not reach the
discount stage, payment rates are substantially higher. For these
cases, which typically involve ransom demands between €1,000 and

€1 million, approximately 50 to 60% result in payment. The highest
payment rates are observed in incidents that proceed further and
involve discounting. These incidents are concentrated at higher
ransom levels, roughly between €10,000 and €10 million, and show
payment rates between 60 and 85%. Although fewer in number,
they account for a large share of total ransom revenue.

Taken together, these patterns show three consistent features of
the six-stage negotiation process. First, incidents that end before
any negotiation begins rarely lead to payment. Second, once ne-
gotiation starts, the likelihood of payment increases substantially.
Third, although discounts are more common in higher-value cases,
larger discounts do not consistently lead to higher payment rates.
Payments occur both when discounts are small and when they are
large, and the size of the discount does not appear strongly corre-
lated with the probability of payment. These patterns suggest that
what matters most is whether an incident progresses through the
negotiation stages, rather than the exact price or size of the dis-
count. Incidents that reach later stages represent a selective subset
of attacks involving sustained interaction between attacker and vic-
tim. These descriptive results motivate the regression analyses that
follow, which examine how victim characteristics, attacker behav-
ior, and observable negotiation actions relate to stage progression
and payment outcomes.

4.1.2 Regression Results. Table 3 summarizes the direction and
magnitude of statistically significant predictors for each stage with
a relatively permissive threshold (𝛼 = 0.05). The full regression re-
sults, including estimated 𝛽-coefficients and p-values, are presented
in the e-Appendix.

Stage 1: Attacker allows negotiation. Attackers are more
likely to enable negotiation when data exfiltration occurred and
when some form of backups is present. The backup result appears
counterintuitive at first, since backups reduce the victim’s need
to pay. A plausible explanation is selection: organizations with
backups tend to be larger, more complex, or operationally critical,
making them attractive targets for extended engagement rather
than fixed pricing. We find no evidence that attacker negotiation
depends on victim revenue at this stage, possibly because attackers
lack visibility into financial capacity before interaction begins.

Stage 2: Victim initiates negotiation. Victim-side behavior
changes markedly once communication is possible. Higher-revenue
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Table 3: Direction and magnitude of significant predictors across ransomware negotiation (Stages 1-5; RQ1). Cells indicate the
sign and relative magnitude of statistically significant effects; dots denote predictors that are not applicable at a given stage.

Predictor M1: Attacker negotiation M2: Victim negotiation M3: Discount offered M4: Discount size M5: Payment

Structural and attack characteristics (inputs from Stage 1 onward)
1a. Revenue (log) ns + ns – ns
1b. RaaS affiliation ns ns ns – ns
1c. Backups: Unrecoverable (vs No Backups) + ns ns ns ns
1d. Backups: Partial (vs No Backups) + ns ns ns ns
1e. Backups: Recoverable (vs No Backups) + –– –– ns ––
1f. Data exfiltration + ns ns – ns

Stage 1 outcome / later-stage inputs
1g. Negotiation (attacker) Outcome . . ns ns

Stage 2: Victim-side preparedness and response
2a. Cyber insurance . ns ns – ns
2b. IR firm involvement . ++ ++ ns ns
2c. Negotiation (victim) . Outcome . ns ++

Stage 3: Interaction dynamics
3a. Negotiation duration (log) . . + ns ––
3b. Initial ransom demand (log) . . . ++ ns
3c. Discount offered . . Outcome . ++

Stage 4: Price adjustment
4. Discount size . . . Outcome ns

Stage 5: Payment
5. Payment . . . . Outcome

Legend: ns = not significant; ++ / + = significant positive effect (large / moderate); – / –– = significant negative effect (moderate / large); Outcome indicates the dependent variable of
that stage; ‘.‘ = predictor not applicable at that stage.

organizations are more likely to negotiate, suggesting greater capac-
ity or incentive to engage rather than immediately refuse or restore.
Incident response firm involvement is the strongest predictor at
this stage, indicating that professional responders actively facilitate
negotiation as part of incident handling. In contrast, victims with
fully recoverable backups are substantially less likely to negotiate,
consistent with having a credible outside option.

Stage 3: Discount offered. Discounts are more likely when
negotiations last longer and when an IR firm is involved. This pat-
tern suggests that discounts emerge through sustained interaction
rather than as an immediate concession. Longer duration of com-
munication exchanges may give attackers information about victim
constraints and willingness to pay, while IR involvement may in-
crease pressure to reach agreement. Structural characteristics such
as revenue and backups appear to play a limited role in victim’s
decision-making once negotiation dynamics take over.

Stage 4: Discount size. Themagnitude of the discount is primar-
ily driven by the initial ransom demand. Higher starting prices allow
more room for reduction. At the same time, discounts are smaller
when attacks are linked to Ransomware-as-a-Service groups or
when victims have cyber insurance. This is consistent with more
rigid pricing rules in affiliate-based ecosystems and with insurance
anchoring expectations about acceptable payments.

Stage 5: Payment. Payment is strongly associated with prior
engagement: victims who negotiate and receive a discount are
more likely to pay. However, longer negotiations reduce payment
likelihood, suggesting that extended bargaining may reflect dis-
agreement, delay, or strategic stalling rather than progress toward
settlement. Fully recoverable backups remain a strong deterrent to
payment, even at this final stage. Initial ransom size has a weak,
negative association after accounting for prior interaction.

In summary, the regression results reinforce the descriptive find-
ing that ransomware outcomes are driven less by the size of ransom
demands, and more by whether incidents advance through the ne-
gotiation process and the victims’ recovery alternatives.

4.2 Negotiation Strategy and Discount (RQ2)
This subsection examines negotiation behavior conditional on com-
munication having started. We use publicly available ransomware
negotiation transcripts (see Section 3.1).

4.2.1 Descriptive Results. The negotiation transcript dataset spans
237 negotiations across 23 ransomware groups (see Table 6 in the
e-Appendix). Four groups account for 67% of the observed nego-
tiations: Akira (𝑛 = 61), LockBit 3.0 (𝑛 = 45), Conti (𝑛 = 32), and
REvil (𝑛 = 20). Akira, Conti, and REvil show similar payment rates
between 31 and 35%, with average discounts in the range of 20 to
40%. LockBit 3.0 differs from this pattern, with a mean discount of
7.7% and a payment rate of 6.7%, indicating more rigid pricing and
fewer successful settlements.

Negotiation transcripts illustrate how attackers structure interac-
tion before pricing is discussed. Initial messages typically combine
generic pressure with a request that the victim confirm authority to
negotiate. Substantive ransom demands are introduced only after
the victim signals willingness to engage, consistent with the six-
stage model. The following extract illustrates the transition from
initiating contact (Stage 1–2) to negotiation (Stage 3–4):

Attacker: Hello. You’ve reached Attacker support
chat. Currently, we are preparing the list of data we
took from your network. For now, you have to know
that dealing with us is the best possible way to settle
this quick and cheap. Keep in touch and be patient



You Can’t Talk Your Way Out of Cyber Extortion: An Empirical Study of Ransomware Negotiations CCS ’26, November 15–19, 2026, The Hague, Netherlands

Table 4: Negotiation outcomes categorized bymessage volume (Stages 1-5; RQ2). All monetary values are expressed in $millions.

Number of messages exchanged

0–10 11–25 26–50 51–100 100+

Number of conversations (𝑛) 43 44 65 63 22

Stage 1–2 Initial demand observed (%) 41.9 65.9 80.0 92.1 90.9
Stage 3 Discount offered (%) 0.0 22.7 46.2 73.0 86.4
Stage 4 Discount size (%; mean / median) 0.0 / 0.0 23.3 / 23.3 42.2 / 42.0 49.5 / 58.3 65.1 / 65.8

Discount size ($M; mean / median) 0.00 / 0.00 0.39 / 0.23 1.24 / 0.29 1.44 / 0.16 2.32 / 0.25
Stage 5 Payment occurred (%) 0.0 4.5 20.0 44.4 45.5
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Figure 4: Relationship between message volume and likeli-
hood of discount.

with us. Do you have permission to conduct a nego-
tiation on behalf of your organization? Once we get
your reply, you will be provided with all the details.
Victim: Yes. What to do?
Attacker: So, we didn’t take your data. We are the
ones who can properly decrypt your data and restore
your infrastructure in a short period of time. [...] The
price is $1,000,000. To prove we can decrypt your data,
you can upload 2–3 encrypted files up to 10MB.
Victim: Alright, is it negotiable? As you can see, our
true finance register. Also, let us know what all files
you have of ours?
Attacker:We do not have your files. Do you have a
counteroffer for me?

Consistent with the model, the exchange begins with a generic
pressure message, followed by a request that the victim signal
willingness to interact. Initial ransom demands appear only after
that signal (Stage 1 and 2).

In aggregate, Table 4 shows that negotiation length strongly
correlates with the probability and size of a ransom discount, and
the payment rate. In very short exchanges (0–10 messages), no
discounts were observed and none of the victims paid. Once talks
extended to 11–25 messages, 23% of cases saw a discount (median
23%), with payment rates still under 5%. Between 26 and 50 mes-
sages, nearly half of cases received a discount (median 42%) and
one in five victims paid. The longest negotiations (100+ messages)

yielded discounts in 86% of cases (median 66%) and had payment
rates approaching 46%.

Figure 4 illustrates the relationship between negotiation length
and discount, by plotting discount percentage against raw message
count, with a fitted line and confidence interval. While some short
exchanges still yield a large discount, the overall trend is that more
messages lead to larger discounts.

4.2.2 Regression Results. Two logistic regression models are esti-
mated conditional on negotiation: the first whether a discount is
offered (Stage 3), and the second whether payment occurs (Stage 5).

Consistent with the descriptive patterns, message count is a
strong positive predictor (OR ≈ 52.8, 95% CI: 15.5–216.2, 𝑝 < .001),
while initial ransom size is not statistically significant (𝑝 = .12).
When modeling payment, message volume remains a strong predic-
tor (OR ≈ 50.6, 95% CI: 5.5–500.6, 𝑝 < .001). The discount variable
is not significant after accounting for message count, and larger
initial demands significantly reduce the likelihood of payment (OR
≈ 0.27, 𝑝 < .001).

Taken together, the transcript-based results indicate that negoti-
ation strategy primarily affects how bargaining unfolds rather than
whether settlement occurs. Sustained engagement increases the
likelihood that attackers concede on price, but does not reliably in-
crease the probability of payment. Within the six-stage framework,
outcomes at earlier stages, in particular whether negotiation occurs
at all and whether victims remain engaged, appear more closely
associated with payment than later-stage discounts. Stages 3 and 4
shape the path of negotiation, but do not independently determine
settlement once engagement is established.

4.2.3 Compatibility of Data Sources. We compared descriptive sta-
tistics across the police/IR data (N = 461) and the ransomware.live
transcript dataset (N = 237). Across both datasets, we observe con-
sistent patterns in negotiations. Discounts are common once ne-
gotiation occurs, with discount rates of 37.5% in the police/IR data
and 40.9% in the transcript data. Conditional on cases where a dis-
count is offered, median discount sizes are similar across datasets
(approximately 50% in the police/IR data and 57.3% in the transcript
data). Payment rates are also of comparable magnitude (27.8% in
police/IR data and 22.4% in transcript data).

At the same time, the datasets differ in scope and selection. The
transcript dataset consists only of cases that progressed to active
negotiation, whereas the police/IR dataset includes the full set of
incidents, including those without negotiation. This explains the
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Table 5: Summary of post-payment outcomes (Stage 6; RQ3). Decryptor failures and renegotiations are only possible for the 119
paying victims, whereas reinfection is possible for all 461 incidents. Observations are derived from case study analysis.

Category Subtype Observations from Case Studies

1. Decryptor failure No key delivered Actor ceased contact after payment; affected one SME and two large organizations;
backups ranged from none to partial.

Partial or delayed or initially unusable Keys worked only for some file types or were delayed; in some cases systems
remained unusable after decryption; recovery often extended by several days despite
payment.

2. Renegotiation Post-payment demand Attackers demanded further payment after initial settlement, often claiming first
payment covered only a subset of servers or data; price hikes ranged from small to
over 100×; backups generally absent or destroyed.

3. Reinfection Category 1: Immediate reinfection Both involved restoring backups without cleaning infected systems; reinfection
occurred within days, but recovery still possible from backups.

Category 2.1: Delayed reinfection, no
payment in second attack

Earlier incident sometimes prompted investment in stronger backups (including
immutable backups) which made later recovery easier.

Category 2.2: Delayed reinfection, pay-
ment in second attack

Lack of segmentation allowed attackers to delete or encrypt backups in second
incident; most gaps between incidents exceeded one year.

Category 3: No successful reinfection Later intrusion detected about 18 months after first; encryption prevented in time.

higher observed discount rates and larger discount sizes in the pub-
lic transcript data. In addition, ransom demands are systematically
higher in the transcript dataset (median €735K) than in the police/IR
data (median €40K), reflecting that publicly posted negotiations
tend to involve larger, more complex incidents. These patterns are
robust when comparing random subsamples comprising 15% of
both datasets. Overall, the similarities suggest that both datasets
capture consistent negotiation strategies.

4.3 Post-Payment Outcomes (RQ3)
Across the police and IR ransomware incidents, we examined 461
ransomware incidents, of which 119 victims paid. Stage 6 captures
post-payment interactions with threat actors. Three post-payment
failure modes emerged (see Table 5):

(1) The decryptor was not delivered or functioned poorly.
(2) The attacker re-opened negotiations for additional payment

after an initial payment.
(3) The victimwas reinfected by the same or another ransomware

strain, either after or without payment.
Precise estimates like 1.5% for delayed reinfection are unlikely
to generalize beyond our descriptive case study, due to various
limitations discussed in Section 5.3.

Decryptor Failures. Among the 119 victims who paid, 3 cases
involved no decryptor being provided, and 8 cases involved a de-
cryptor that was initially unusable or only partially effective. The
observed problems included keys that decrypted only certain file
types, restored files without making systems bootable, and waiting
several days before a working key was supplied.

In onemanufacturing case (2020), the attacker initially demanded
€38k2, which was then negotiated down to €22k in a single day.
Backups had been deleted during the attack, and only one of three
decryption keys was provided at first. The victim persuaded the
attacker to release the remaining keys without additional payment
by stressing the reputational damage that non-delivery would cause.
2Throughout we perturb the values for anonymity.

In a service-sector case (2020), the victim paid €300k after a two-
hour negotiation with no discount, yet waited two more days for a
functional key and experienced nine days of total downtime.

The three “no key” incidents affected one SME and two large
organizations. In all cases, backups ranged from partial to non-
existent, and the attacker cut off contact immediately after receiving
payment. These figures are likely lower bounds given incomplete
post-incident reporting.

Renegotiation. At least 9 of the 119 paying victims faced ad-
ditional ransom demands after making the first payment. This
typically occurred when the attacker claimed the first payment
covered only part of the encrypted assets (e.g., certain servers) or
when additional “fees” were invented after payment. We did not
observe repeat demands following non-deletion of exfiltrated data.

In one private sector case (2021), the attacker accepted an initial
€10,000 payment but then demanded approximately €1.3 million
after claiming to charge €10k per server. The organization, with
annual revenue between €100 million and €1 billion and no backups,
incurred €2.5–3.5 million in recovery costs instead of paying the
ransom. In another manufacturing case in 2020, a €6k payment to
a ransomware-as-a-service variant was immediately followed by
a request for €4,500 more; the second payment finally unlocked
all files. A third case began with a €24k payment for three servers,
escalated to €32k for the remaining four, and ended with a final
settlement of €10k more. In the renegotiation cases, backups were
almost always absent or unrecoverable, leaving victims with little
leverage to resist further demands.

Reinfection. Seventeen victims experienced another ransomware
incident after a previous one. These fell into four categories:

Category 1: Immediate reinfection occurred in two cases, when
victims restored backups without fully cleaning systems. Backups
enabled recovery, but rushed restoration prolonged the outage. No
incident response (IR) was initially involved.

Category 2.1: Delayed reinfection, no payment in the second
incident accounted for 7 cases. In at least two incidents, the victim
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disclosed that the earlier incident had prompted investment in im-
proved backup strategies (including immutable backups), allowing
rapid recovery without payment.

Category 2.2: Delayed reinfection, payment in the second incident
comprised 7 cases. Most victims in this category disclosed that their
IT infrastructure lacked network segmentation, enabling attackers
to locate and encrypt or delete backups in the later incident. The
gap between incidents was at least one year. No clear link between
repeated attacks could be established.

Category 3: No successful reinfection occurred in 1 case, about
18 months after the first attack. The intrusion was detected early
enough to prevent encryption.

Across all categories, no victims both paid in the initial incident
and experienced a subsequent infection within one year. Immediate
reinfections were observed only in cases where victims did not pay
and restored backups without fully cleaning compromised systems.
Overall, reinfection does not appear to be systematically associated
with the payment decision itself. Instead, reinfections are more
plausibly linked to recovery practices and residual compromise
rather than to whether a ransom was paid.

5 Discussion
This section discusses the implications, limitations, and recommen-
dations that follow from our empirical analysis.

5.1 Implications
Technical controls and recovery options.Most security controls
aim to prevent or detect ransomware incidents, whereas backups
primarily shape outcomes after compromise. Across the staged
analyses, backup availability is one of the strongest predictors of
whether incidents progress into negotiation and payment. Victims
with fully recoverable backups are substantially less likely to engage
or pay, while partially recoverable backups provide little benefit
over no backups at all. This helps explain why backups are consis-
tently emphasized in national cybersecurity guidance [63] and in
policy debates on reducing ransomware impact [6].

At the same time, the prevalence of failed recoveries indicates
that many organizations do not realize this protective value in prac-
tice [5]. Prior guidance often emphasizes offsite backups [63], yet
industry evidence suggests these frequently fail due to operational
and organizational factors [36]. Understanding why backup strate-
gies break down under adversarial conditions remains an important
direction for future research. This ties into existing work in usable
security focused on systems operators [22, 33].

Data Exfiltration had no statistically significant association
with the victim’s likelihood of negotiating or paying3, which has
potential explanations in harm, trust, and research design. Privacy
law may require businesses to notify customers of an unauthorized
ransomware actor accessing customer data, incurring legal costs
and reputational harm regardless of whether the ransom is paid [29].
By contrast, system encryption is more reversible, providing the
decryptor works [24]. Another explanation is that defenders do not
trust attackers to delete data after payment [48, 65]. The results may
be influenced by a sampling bias given we excluded exfiltration

3Attackers were, however, more likely to open negotiations and offer a smaller discount
when data was exfiltrated.

only cases, and also that victims valuing data confidentiality are
perhaps less likely to report to the police.

Discounts and negotiation strategy. The results show that
discounts are common once negotiation begins and are strongly
associated with negotiation duration, consistent with prior obser-
vations of prolonged bargaining in ransomware incidents [54, 81].
However, discount size has limited explanatory power for payment
once early-stage conditions are accounted for. This challenges the
common assumption that securing larger discounts directly in-
creases the likelihood of settlement, an idea frequently implied in
practitioner guidance [18, 19]. Instead, discounts appear to function
as part of the negotiation process in incidents that have already
progressed beyond early stages, rather than as a primary driver of
payment decisions. Improved data sharing between victims, law
enforcement, incident response firms, and insurers could reduce
informational asymmetries that shape negotiation outcomes and
perceived bargaining positions [77].

Cyber insurance. Cyber insurance has been criticized for en-
couraging ransom payments [1, 37]. Within the six-stage frame-
work, we find no evidence that insurance directly increases payment
likelihood. Instead, insurance is associated with indirect and offset-
ting effects. Insured victims are more likely to involve professional
incident response firms [77], which increases engagement and the
likelihood of receiving a discount. Insurance is also associated with
smaller discounts, potentially as ransomware actors discover the
policy and aim to extract the full limit.

One explanation for insurance not directly increasing payment
likelihood is that insurance frequently covers business interruption
losses in addition to extortion [62]. This allows victims to tolerate
longer outages without paying. As a result, insurance reduces the
victim’s out-of-pocket cost of paying and also the cost of not paying.
These effects cancel each other out, leaving the overall payment
rates largely unchanged. However, cyber insurance is still associ-
ated with higher ransom amounts paid [49]. Selection effects likely
contribute, as victims with greater dependence on IT systems are
both more likely to purchase insurance and to be targeted.

Reputation and post-payment behavior. Post-payment out-
comes suggest that re-extortion is relatively rare in our descriptive
case study. While decryptor failures, delays, and renegotiation oc-
cur, they are infrequent and often linked to technical remediation
issues rather than deliberate opportunism. Prior work similarly doc-
uments that maintaining decryption reliability is common among
established ransomware groups [71]. These findings indicate that
ransomware negotiations should be understood as repeated interac-
tions across incidents, in which attackers have incentives to main-
tain credibility. This aligns with broader evidence that trust and co-
ordination are important components in cybercrime markets [2, 43].
It also helps explain why infrastructure takedowns and coordinated
interventions can have disproportionate effects [52, 72].

Implications for Ransomware Groups. After reading this
article, an adversary might focus on encrypting systems instead of
exfiltrating data, taking extra effort to destroy backups or locate
the insurance policy. This possibility speaks against publication.
However, adversaries are unlikely to read English-language scien-
tific articles, let alone use the results to craft criminal playbooks.
All the aforementioned strategies are discussed in grey literature
and also provided by LLMs without any adversarial prompting.
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Defenders, especially policymakers, are much more likely to use
scientific articles to change strategy.

5.2 Recommendations
1. Focus on recoverability and resilience, not just backups.
Negotiation outcomes for victims with partial/unrecoverable back-
ups were nearly indistinguishable from those of victims with no
backups (see Table 3). Further, ensuring recoverable backups ap-
pears to positively influence negotiations more than preventing
data exfiltration. Defenders should divert resources to ensuring
backups actually allow recovery, but granular recommendations
are less forthcoming. The 3-2-1 rule recommends keeping three
copies, on two different types of media, with at least one stored
offsite. However, backups often fail in practice, with offsite backups
having the highest failure rate [36].4 Future work should focus on
foundational questions like “why do backups fail” in order to make
better recommendations.
2. Hire expert negotiators, and protect the insurance policy.
Victims that hire incident response firms are much more likely to
receive a discount, but no more likely to pay (see Table 3). This is
consistent with IR firms improving negotiations while leaving the
moral decision of whether to pay with the client. However, insur-
ance policyholders receive smaller discounts, which is consistent
with anecdotal evidence that threat actors search for insurance poli-
cies to justify demanding higher ransoms [45]. Hiring experts while
keeping the cyber insurance policy secret achieves the best of both
worlds, not least because insurance pays for those experts [77].
3. Policy should focus on improving preparedness and ne-
gotiation discipline, not outright bans. The six-stage results
show that payment outcomes are largely determined at Stages 1
and 2, before pricing and bargaining dynamics unfold. Policies that
intervene at later stages, such as payment bans [6], target Stage 5
where leverage is limited and impose high costs on victims lacking
effective recovery options. Our findings instead indicate greater
promise in interventions that strengthen early-stage preparedness
and recovery capabilities, such as by mandating backup mainte-
nance processes as suggested by Recommendation 1.

Policies could be introduced to improve negotiation discipline
by capping ransom payments. Rather than banning ransoms, pol-
icymakers could establish an upper limit on payments (perhaps
proportional to revenue) that improves the credibility of a victim’s
stated maximum payment. To avoid insured victims facing higher
demands (see Table 3), the industry could explore applying a lower
sublimit for indemnifying ransom payments (perhaps offset by a
higher business interruption sublimit). However, insurers are un-
likely to unilaterally introduce these sublimits for fear of losing
business, and so a regulator may need to coordinate.

5.3 Limitations
Scope and generalizability. The incident-level analyses rely on
ransomware cases reported in the Netherlands between 2019 and
2023. Generalization to victims in other countries may be threat-
ened by factors like reporting requirements, regulatory constraints,
and norms around ransom payment. For example, US victims may

4Storing backups offsite reduces the risk of attackers corrupting them, but makes
restoration and testing more time-consuming, particularly for tape backups [57].

be more willing to pay for data suppression because the US has
more data breach litigation. However, the influence of variables like
backups, insurance, and IR firms is less likely to differ by country.

To diversify our sample, we also collected public negotiation tran-
scripts from multiple jurisdictions, although the exact geographic
distribution of victims cannot be reliably established. Nevertheless,
the findings from these global victims confirmed the equivalent
findings from cases reported in the Netherlands. As a result, the
findings of our study are most directly applicable to well-resourced
organizations operating in Western regulatory environments.

Data access and reproducibility. Access to the police and in-
cident response datasets was restricted to a single researcher due
to confidentiality and victim protection requirements. While this
prevents data sharing and validation via an independent second
coder, it was a necessary pragmatic choice to build a large sample
of ransomware victims. For example, Van der Horst et al. [71] ex-
plain that access constraints are common in empirical ransomware
research. To mitigate this limitation, we provide anonymized repli-
cation artifacts that preserve the full quantitative analysis workflow
and model specifications.

Omitted variables and causal inference. Several factors that
likely shape negotiation outcomes are not directly observable. This
include the attackers’ perceived reputation, victims’ expectations
about decryption reliability, internal organizational deliberations,
and legal or regulatory constraints during incident response [10, 77].
While these omitted variables may impact validity, we at least
included proxies for these kinds of factors. For example, our RaaS
variable captures aspects related to attacker reputation, and the
volume of negotiation provides a proxy for internal deliberation.

A further challenge concerns causality given the analysis is
observational. For example, it is unclear whether hiring an IR firm
increases the likelihood of negotiation (causal interpretation), or
whether victims who want/need to negotiate hire IR firms to help
them (non-causal). As such, the analyses identify associations rather
than causal effects.

Negotiation content and pricing dynamics. The study used
relatively crude variables related to negotiation (duration and vol-
ume of messages). We did not analyze the linguistic content of
negotiation messages. Consequently, the deployment of psychologi-
cal, persuasive, or coercive negotiation strategies are only captured
indirectly through proxies such as message volume or discounting
behavior [23]. We do not explicitly model potential endogeneity be-
tween ransom pricing and payment decisions, as pricing primarily
reflects downstream selection into negotiation rather than an inde-
pendent treatment. Studying content analysis or structural models
of attacker pricing is an important direction for future work.

6 Conclusion
This paper applies a six-stage model of ransomware negotiation to
incident-level data and public negotiation transcripts. Modeling ran-
somware as a sequence of decisions, rather than as a single payment
choice, shows that outcomes are shaped by selective progression
through stages of engagement, bargaining, and settlement.

Across both datasets, payment outcomes are largely determined
before negotiation begins. Incidents with fully recoverable backups
rarely progress to negotiation or payment, whereas destroyed or
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missing backups are associated with higher rates of negotiation
and payment. Discount size itself does not meaningfully influence
payment probability. Incident response firm involvement increases
the likelihood of negotiation and discounting, but does not affect
the probability of payment.

Contradicting common assumptions found in the grey literature,
we find that: insurance does not directly increase payment rates;
discounts function as bargaining tools rather than simple price re-
ductions; and, post-payment risks such as re-extortion or decryptor
failure are not common in our descriptive case study.

Ethical Considerations
This study combines structured incident-level data with publicly
available ransomware negotiation transcripts. The structured dataset
was obtained from law enforcement and a commercial incident re-
sponse partner under data-sharing agreements. All records were
anonymized before analysis and we focused on incidents where the
victim was an organization. No records contained personally iden-
tifiable information (PII) about individuals involved in the incident.
The public negotiation datawere scraped from the ransomware.live
platform, which aggregates chat logs already published by ran-
somware groups on leak sites. Although these data are publicly
accessible, we further anonymized details of the incident to reduce
the risk of reputation damage and re-victimization. For example,
our case studies (RQ3) do not mention the ransomware group.

The study did not involve direct interaction with human subjects,
and no identifiable or sensitive organizational data were collected
without prior anonymization. Ethical approval was therefore not re-
quired under the law or university policy. Nevertheless, we adhered
to the Menlo principles of responsible research [4], including mini-
mizing potential harm and avoiding the reinforcement of criminal
behavior. We acknowledge that studying offender decision-making
may, in theory, expose operational weaknesses or biases that could
be exploited. However, we judge that the primary insights gener-
ated here are of far greater value to defenders than to offenders,
and thus contribute to harm reduction.

We recognize the ethical tension inherent in studying ransomware
payments, like prior work [71]. We do not endorse ransom pay-
ments, instead we see payment as, in some cases, the least bad
option for organizations facing severe operational and legal pres-
sure. Our analysis aims to inform victim strategies, not to legitimize
payment decisions.

Open Science
Artifacts shared.We aim for maximum transparency and repro-
ducibility within the constraints imposed by confidentiality agree-
ments and privacy considerations. To support evaluation of the
paper’s core contributions, we provide anonymized replication arti-
facts that reproduce the full analytical workflow used in the study.
For the police and incident response (IR) datasets used in Section 4.1,
we share anonymized R scripts that replicate data preprocessing,
model specification, estimation, and figure/table generation us-
ing synthetic placeholder inputs. These scripts preserve the full
structure and logic of the analyses while removing victim- and
partner-identifying information, enabling reviewers to assess the
methodology and re-run the models on substitute data. For the

public ransomware negotiation analysis in Section 4.2, we provide
an edited R script that performs data cleaning, modeling, and visual-
ization, together with a detailed, reproducible codebook specifying
variables, model definitions, and output generation. All shared ar-
tifacts are hosted at https://zenodo.org/records/21409313. For the
post-payment case analysis in Section 4.3, no executable script
is provided, as the analysis was conducted manually. The coding
procedure and decision rules are fully documented in the paper.

Artifacts not shared. We do not release the raw police or IR
datasets, as they contain sensitive, non-public information about
ransomware incidents and affected organizations. These restrictions
reflect legal, ethical, and safety considerations rather than technical
limitations.

Generative AI Usage
Generative AI tools were used to assist with language editing and
structural refinement of the manuscript. Specifically, a large lan-
guage model (ChatGPT 5.1) was used to help rewrite and clarify
portions of the abstract, introduction, discussion, and conclusion
for readability, consistency, and tone. The AI tools were not used
to generate research ideas, experimental designs, data, code, statis-
tical analyses, or results. All empirical analyses, figures, tables, and
interpretations were produced by the authors. AI-assisted text was
reviewed, edited, and validated by the authors through manual ver-
ification to ensure accuracy, consistency with the reported results,
and correct citation of prior work.
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