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UNCERTAINTY IN SECURITY:
MANAGING CYBER SENESCENCE

MARTIJN DEKKER

ABSTRACT. My main worry, and the core of my research, is that our cybersecurity ecosys-
tem is slowly but surely aging and getting old and that aging is becoming an operational
risk. This is happening not only because of growing complexity, but more importantly
because of accumulation of controls and measures whose effectiveness are uncertain. I
introduce a new term for this aging phenomenon: “cyber senescence”. I will begin my
lecture with a short historical overview in which I sketch a development over time that led
to this worry for the future of cybersecurity. It is this worry that determined my research
agenda and its central theme of the role of uncertainty in cybersecurity. My worry is that
waste is accumulating in cyberspace. This waste consists of a multitude of overlapping
controls whose risk reductions are uncertain. Unless we start pruning these control frame-
works, this waste accumulation causes aging of cyberspace and could ultimately lead to

a system collapse.

1. INTRODUCTION

In this lecture' I will talk about uncer-
tainty. With “uncertainty”, I do not mean
that the future is unknown and likelihoods
of events happening, but the fundamental
lack of information that prevents one of even
determining the probability distribution and
impacts of possible events. This uncertainty
is caused by vulnerable software, complex-
ity of the system and the unfalsifiability of
security claims. I will explain these points.

In the 1970’s, the predecessor of Inter-
net emerged from the research programme
ARPANET of the American ministry of de-
fence. Originally, the network consisted of
just a few computers connected with noisy
telephone lines. Researcher Bob Thomas
created the computer program “creeper”
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that moved across this network leaving the
message “I'm the creeper, catch me if you
can” on the computers. As a response, Ray
Tomlinson wrote the program “reaper” that
was able to chase Creeper and remove it from
a system. The first computer virus and anti-
virus software were born. A more extensive
description can be found in The Pandora
Tech Blog ([5]).

In 1983, the movie “War Games” (cf. [9])
came out. In this movie, a piece of soft-
ware nearly caused a nuclear war. The movie
came out in the middle of the cold war and
cyber espionage developed quickly. It led
the United States Department of Defense to
publish in 1983 and updated in 1985, the so-
called Orange Book ([21]), which later be-
came ISO/IEC 15408 in 1999. This publica-
tion set out in precise terms which measures

1This paper is a slightly edited and translated version of the author’s inaugural lecture ” onzekerheid in

veiligheid” at the University of Amsterdam.


https://arxiv.org/abs/2512.21251v1

2

software developers were required to take to
produce trustworthy software.

In retrospect, it is remarkable to realise
that such principles were formulated so long
ago, especially given our widespread famil-
iarity today with the many vulnerabilities
and disruptions in the software we all use
daily.

On June 19th, 2024, the American cyber-
security company Crowdstrike issued a small
software update for their Falcon Sensor soft-
ware. Falcon Sensor is software designed
to protect computer systems against cyber-
attacks. It can detect and respond to at-
tacks. To be able to do that, the software
needs to be installed on many systems and
it requires high level authorisations and ac-
cess. Millions of computers in the world use
this software to protect them and Crowd-
strike issues updates and updated configura-
tions with high frequency of sometimes more
than one per day. They do this for good rea-
sons: our digital world has become big and
complex, and these updates share informa-
tion and hence reduce uncertainty.

Unfortunately, the update of June 19th
contained a mistake. Omne of the software
engineers had made a mistake that was not
discovered until the update was installed on
millions of computers. The effect of this
mistake was that about 8,5 million com-
puters worldwide crashed and could not be
restarted. As a result, about 60% of the For-
tune 500 and over 24,000 other customers of
Crowdstrike faced disturbances and outages
of their services. Hotels, hospitals and har-
bours struggled with their operations, had to
change their schedules or had to shut down
completely. The impact of this incident was
felt worldwide but some countries were not
impacted at all: China, Russia and Iran do
not want to use American software due to

political reasons, and hence were not directly
impacted.

The Crowdstrike incident is probably the
largest IT incident worldwide in history (cf.
[27]). But it certainly is not the only impact-
ful incident. In October 2025, another dis-
ruption occurred at the company Cloudflare
(cf. [4]). Their bot-management system re-
ceived a faulty update which led to massive
unavailability of services worldwide.

These incidents illustrate several aspects
of the world we live in and in which or-
ganisations are operating. It illustrates how
the world has changed since the arrival of
Creeper and Reaper. Note that both in-
cidents, Crowdstrike and Cloudflare, were
caused by misbehaving cybersecurity sys-
tems, that are supposed to protect comput-
ers. I think this is relevant and I will explain
why.

2. SECURITY

Cybersecurity frameworks have evolved
over time. From the very beginning of com-
puters and computer networks, scholars were
very aware of the necessity of security. Se-
curity by design is not a new notion, al-
though it is recently being reinvented. The
earlier mentioned Orange Book of the Amer-
ican ministry of defence contains many mea-
sures software producers must implement in
software before they can sell it. These mea-
sures range from preventing of unauthorised
access to the ability to find traces of misuse
by mandatory logging.

Over the years, the collection of controls
and measures has grown significantly. The
most well-known framework for cybersecu-
rity is the cybersecurity framework (CSF)
of NIST, the American National Institute
of Standards ([22]). The last version (2.0)



of this framework describes about 1200 con-
trols while the first version only contained
400 controls. Next to the huge and still
growing number of controls, the NIST frame-
work also grew by additions of new types of
controls. I will give two examples.

Firstly, the framework not only contains
controls that are designed to prevent secu-
rity incidents to happen, but it also con-
tains controls that are needed to be able to
respond and recover once an incident does
happen. This is an essential insight in mod-
ern cybersecurity: it is impossible to pre-
vent all security incidents and organisations
must prepare for incidents happening and be
able to respond to an incident to minimise
impacts. This is why we rather talk about
cyber resilience instead of cyber security.

Secondly, in the latest version of the NIST
CSF a new category of controls has been
added. This new category, called “gover-
nance”, contains controls needed to govern
security (see figure 1). This category was
added because cybersecurity is no longer a
purely technical topic, dealt with by com-
puter scientists and programmers. Instead,
it has become a topic that requires steering,
management and decision making on all lev-
els in an organisation.
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FiGure 1. NIST CSF 2.0

Cybersecurity has become a large and
multi-disciplinary domain. And we have
been building this domain for a few decades
now. Although a lot of progress has been
made, I believe the cybersecurity field starts
showing signs of aging. I will describe three
drivers that are, in my view, the main con-
tributors to the aging of cybersecurity: com-
plexity of the cyber system, the incentives of
the IT- and security industry, and the fun-
damental imperfection of security decision
making due to uncertainty.

3. COMPLEXITY

Digitalisation has changed the world and
is impacting all organisations. The rise of
new technologies like artificial intelligence
and increased communication speeds of mo-
bile 5G networks, our society is becoming
more digital at increasing speed. Security of
the digital domain has been assumed for a
long time. Users of software assumed that
their data would be safe and that the ser-
vices would be available when they needed
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them. But nowadays the experience of users
is very different. Next to the incidents I men-
tioned at the beginning of my lecture, there
are examples in the newspapers every day.
Examples of data being stolen, companies
being locked up by ransomware or services
being unavailable due to DDoS attacks (dis-
tributes denial of service). The complexity
of the digital world has grown significantly
and so has the field of cyber security (figure
2).
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FIGURE 2. [15]

The economic effects of these incidents
can be significant, and companies can even
go bankrupt as a consequence. In 2024, the
ECB shared in a presentation ([3]), results of
an Oliver Wyman report ([29]) that lists cy-
ber risk as the risk of highest concern for the
banking sector. Where banks used to worry
about credit risks, they now worry about cy-
ber risks.

Why is this? I think this is because more
services are delivered through software. And

that software is increasingly delivered to
an organisation by a multitude of differ-
ent other companies, like cloud providers.
Therefore, organisations are becoming in-
creasingly entangled with each other via long
supply chains. This entangled eco-system
has nodes of companies that are suppliers to
many other organisations, and these nodes
are vulnerable and concentrations of risk.
It is not surprising that these vulnerabilities
exist, because the eco-system is not designed
but it grows due to individual choices of
companies. Security by design is therefore
not applicable to eco-systems: there is no
designer.

In the beautiful book “Overcomplicated:
Technology at the Limits of Comprehen-
sion” by Samuel Arbesman ([2]), he de-
scribes how systems become more complex
and how strange effects can emerge. The
book contains many examples including the
following one. The 1040 tax laws in the USA
have become so complex, that judges have
ruled that people cannot be blamed for will-
ful failure to file tax returns (see [2], p. 40).
Obviously the 1040 tax system has become
vulnerable due to its own complexity.

Software products are not a priori secure;
they contain many vulnerabilities. These
vulnerabilities can be used by cyber crim-
inals or they manifest themselves as unin-
tended behaviour of the system what can
lead to damage. Every day new vulnerabil-
ities are discovered and published. Bigger
organisations can have hundreds of thou-
sands of instances of vulnerabilities, and
their security teams are spending significant
amounts of time on patching them. Some
vulnerabilities are not discovered by the soft-
ware producer, but they are discovered by
hackers. These vulnerabilities are not always
published or patched, but they are traded



between criminals to be exploited in their
attacks. While it is certain that software is
vulnerable, the extend of that vulnerability
is therefore very uncertain. This uncertainty
is used by an increasing cybersecurity indus-
try.

An example of vulnerable software that
was used on a massive scale leading to so-
cietal impact is the software of Citrix. The
software of Citrix is used by many organ-
isations to allow remote access (for exam-
ple from their homes) by their employees or
third parties. On December 17th, 2019, Cit-
rix published a vulnerability in their soft-
ware that allowed unauthorised parties ac-
cess to the organisations using Citrix (the
Citrix support article about this issue has
been removed, but one can find details on
github: [16]). Citrix also published miti-
gating measures that could be used to deal
with the vulnerability. But on January 17th,
2020, the National Cyber Security Centre of
the Netherlands (NCSC) advised companies
to switch off their Citrix implementations to
avoid misuse ([6]). Clearly, the only way to
secure the Citrix system was to switch it off.
This was therefore a very impactful advice
to the Netherlands.

GLOBAL CYBERSECURITY SPENDING FORECASTED TO GROW TO $450 BILLION BY 2030
Sources: Global X estimates with data from Gartner (2023, Sep 28) Gartner Forecasts Global Security and
Risk Management Spending to Grow 14% in 2024.
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How is it possible that software that is so
crucial for the correct functioning of an or-
ganisation, that is produced by a large global
operating software company, with thousands
of customers across the globe, is so vulnera-
ble? The Dutch “Onderzoeksraad Voor Vei-
ligheid” (OVV) investigated this and pub-
lished the report “Kwetsbaar door Software”
in 2021 ([25]). I was involved in this re-
search, and one of the things I learned was
that cybersecurity has become a revenue
model for the IT industry. In figure 3 one
can see how much money is being made in
that industry and how fast this is growing.

The OVV report investigated root causes
of software being vulnerable and it concludes
that the process of producing software inher-
ently always introduces vulnerabilities. The
main reasons are economical. Testing and
repairing software costs money and time and
commercial software producers make their
own choices about when software is consid-
ered secure enough to sell. When vulnerabil-
ities are discovered afterwards, patches will
be provided, and end-users are expected to
quickly apply them.

This illuminates a fundamental problem:
software end-users are depending on secu-
rity decisions made by others and have no
other choice than to accept the resulting un-
certainty. I will talk about making security
decisions under uncertainty later.

On the other hand, software producers
choose to allow the security of their prod-
ucts to depend on security decisions made
by their end-users. Because of this, a very
lucrative market for security products has
emerged as we have seen. This market ex-
ploits the fact that software quality is low
and software contains many vulnerabilities.
And it exploits the fact that many organ-
isations have become dependent on correct
functioning of software. Indeed, security has
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become a revenue model of a fast growing
security industry. This industry depends on
software being weak and uncertainty about
it being high.

To be clear, I do believe we that security
industry is useful and their services are es-
sential. But that industry will not solve the
root cause because the different incentives of
involved parties are not aligned. That is why
we see regulation stepping in.

4. REGULATION

The realisation that secure use of software
has become necessary to build a viable dig-
ital society that works and in which people
are protected, has led lawmakers, regulators
and supervisors to establish multiple rules,
laws and regulations. An example of a re-
cent European law is Network and Informa-
tion Security 2 (NIS2) directive ([14]), which
is now being transposed to local laws. For
the financial industry the new Digital Oper-
ational Resiliency Act (DORA) is a lex spe-
cialis of NIS2 ([13]). I want to discuss a few
specifics of these cybersecurity regulations.

In the first place, these regulations are
about cyberresilience, which is a broader no-
tion than cybersecurity.

Secondly, it recognizes that organisations
are not isolated but operate in eco-systems
consisting of partners and suppliers. We saw
this in the Citrix incident as well.

Lastly, these regulations lift the cyberse-
curity topic to a boardroom topic.

How do these regulations do that? To
increase cyberresilience, they make cyberse-
curity testing mandatory, through so-called
hacker tests (“threat led penetration tests”).
These and other tests help reduce uncer-
tainty about the resiliency in organisations

by discovering vulnerabilities in their sys-
tems and procedures. And by mitigating the
test findings before malicious actors misuse
them or before accidents happen.

The impact of dependencies on third par-
ties means that parties in supply chains need
to exchange information about their security
posture, to allow all parties in the chain to
make better security decisions. Both NIS2
and DORA contain clauses that make it
mandatory to include such requirements in
the legal contract underpinning the supply
chain.

Exchanging security posture information
lowers uncertainty and is therefore useful,
but without legal obligations this will not
happen automatically. With the intentions
of these laws to reduce uncertainty and in-
crease insights, they address one of the most
important problems in the global cyber sys-
tem. That is why I am very happy with these
regulations: I love DORA.

The NIS2 and DORA regulations also
contain clauses that make executive lead-
ers in an organisation personally liable for
blameworthy failing security setups. Hence
the lawmaker is forcing the cybersecurity
topic to be on the agenda of the executive
board. Appearantly, this required the force
of law. This brings me to the central theme
of my lecture: how are humans supposed to
make good security decisions?

5. UNCERTAINTY AND RISK

We have seen that software contains many
vulnerabilities and the information about
the level of vulnerability is limited. Also,
the complexity of software and systems is
increasing via an accumulation of cloud ser-
vices, suppliers and entanglement with other
systems and organisations. As we saw, over
time this has led to a massive increase in



number of controls and security measures
(NIST CSF framework grew from 400 to
1200 controls). Even if all these control im-
plementations are regularly tested on opera-
tional effectiveness, their actual contribution
to risk reduction is hard to assess and uncer-
tain. So, there is limited information about
vulnerabilities, limited information about
threats, limited information about actual ef-
fectiveness of measures and limited infor-
mation about cyberincidents that happened,
their frequency and their impacts. But this
type of information is necessary to calculate
risks. For example, via the well-known for-
mula

R=PxI,

meaning risk (R) equals the probability P
times the impact I. As we just saw, both
probability and impact can only be deter-
mined with a high level of uncertainty. Note
that I distinguish between probability and
uncertainty.

UNCERTAINTY

FIGURE 4. uncertainty and risk
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Uncertainty means that we have so little
(reliable) information that we cannot even
guess the probability or impact of events
happening in the future. So risk manage-
ment is a subset of uncertainty management
(see figure 4). Yet, through lack of better
means, we do see that cyber risk manage-
ment has become a common way to make
security decisions. Risk management does
indeed sound promising. If we are not able
to prevent security incidents to happen, at
least we can try to calculate the risks and
then implement measures that lower those
risks. An entire industry has emerged that
markets “cyber risk quantification” prod-
ucts. Given the discussions above, I believe
that risk management is not precise enough
to be able support good enough security de-
cision making. Risk management works best
in domains with high predictability. But as
we have seen, the cyber security domain has
low predictability, on longer time frames and
we can no longer justify restricting attention
only to the (assumed) predictable part (see
also [11]).

People are used to apply risk management
to support decision making, and I expect it
will continue to be used in the cyber domain
as well.

My research questions are specifically
aimed at understanding long term resiliency
of an unpredictable and aging cyber security
system by managing uncertainty.

6. DECIDABILITY AND CALCULEMUS

To understand why uncertainty is a prob-
lem for decision making, I will take a short
detour to the philosophical root of decidabil-
ity and calculability. Cybersecurity origi-
nates from the technical domain of comput-
ers, networks and software. Perhaps this
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is the reason that cybersecurity is still con-
sidered a pure technical, precise and mea-
surable topic. It leads to the tendency to
express security in numerical values from
which one can simply calculate security de-
cisions.

This optimism is not a recent phenom-
enon. Gottfried Wilhelm von Leibniz was
a German philosopher and mathematician
who lived from 1646 until 1716. One of
his famous quotes was “calculemus!”, which
means: “let us calculate!”. He was con-
vinced that human reasoning can be reduced
to calculation. This quote appears in sev-
eral of his works (for example in [24]). He
thought that any decision to be made, can
be translated into a calculation. He there-
fore proposed that differences of opinion are
not necessary, as one can simply calculate
what is true or what is the best decision.

This optimism was felt in the mathemat-
ics until the early 20th century. In those
days, mathematicians tried to prove that ev-
ery true mathematical expression can be de-
duced from a small set of axioms, by simple
logical steps. The most prominent mathe-
maticians that worked on this were Bertrand
Russel and Alfred North Whitehead. They
wrote their famous book “principia mathe-
matica” ([26]) in which they formalised the
arithmetic of natural numbers. But the op-
timism that could be generalised to all of
mathematics was destroyed in 1931.

In that year, the mathematician Kurt
Godel proved his famous incompleteness the-
orem. This theorem states that any consis-
tent formal system, of sufficient strength or
complexity?, contains true statements that
cannot be proved in that system. If even
mathematics is not decidable or calculable,

how can one hope to reduce human reason-
ing to calculations?

I think that cybersecurity has reached
a level of complexity and uncertainty that
many security decisions are no longer calcu-
lable. I think that cyber risk management
is not more than a rough approximation of
security, that can work on small timescales
and local well defined and isolated environ-
ments, but not beyond those, or in general.

7. UNFALSIFIABILITY AND WASTE

Can systems be secure and in use? In
2015, the researcher Cormac Herley pub-
lished an elegant paper ([19]) in the Proceed-
ings of the National Academy of Sciences in
the USA. In that paper he shows that a claim
that states that a system is not secure, can-
not be falsified. He showed that the set Y is
undecidable, where Y is defined as the set of
system statusses x of a system X, with the

property

Y if bad outcomes will be avoided,
Y otherwise.

This means that one cannot prove that a
system is secure. This paper made me think,
and I think it can have far reaching conse-
quences for the study of longer term security
decision making.

Herley’s result has as consequence, that
when someone proposes to remove a secu-
rity control, the claim that the remaining
cyber security controlset has become less se-
cure, cannot be falsified. Because it is easy
to convince decision makers that adding a
control increases security, there is a funda-
mental asymmetry in security: decisions to

2This is an inprecise formulation. The theorem assumes the formal system is capable of expressing

propositions about the natural numbers.



add a control are easy, decisions to remove a
control are hard.

We have seen that the information avail-
able for security decision making contains
many uncertainties. And now we see that,
regardless the quality of information, secu-
rity decision making can never be perfect.

What does all this mean? A lot has
changed since the time that cyberspace
was a simple computer network with a few
computers connected by telephone lines, in
which the Reaper and the Creeper were
chasing each other. The global cyber se-
curity system has become very large, fast
and complex. With the rise of artificial in-
telligence (AI) that speed and complexity
will only increase. Even though Al is often
touted as the solution to any problem, in this
case Al will make the problem bigger. Be-
cause Al will make complexity cheaper, the
law of stretched systems (that states that
any system will consume any new capabil-
ity completely until it reached full capacity
again) means that complexity will only in-
crease (this law is formulated by Hirschhorn
in 1997, and cited in [28]).

Executives that are personally liable, will
continue to have to deal with high levels of
uncertainty in cybersecurity decision mak-
ing, and they will rather be safe than sorry.
As we have seen, this means there is a nat-
ural selection pressure on the cybersecurity
system to add controls, while falsifiability of
security claims adds friction to removal of
controls. This mechanism will lead to an ac-
cumulation of waste in the system: controls
that are no longer necessary and could be
replaced or removed but will stay.

From the theory of resilience engineering,
we know that a system that accumulates
waste, becomes less resilient (see for example
120).

8. CYBER SENESCENCE

In the beautiful book “Other minds: the
octopus and the evolution of intelligent life”
([17]), Peter Godfrey-Smith describes the life
of an octopus. This book inspired me be-
cause I read it as a metaphor of cyber secu-
rity.

An octopus is a highly advanced creature,
with a complex body that can communicate
by changing colours in the skin. Experi-
ments have shown that octopuses have a con-
science, can play, use tools, and learn from
observation. Clearly, a lot of energy is in-
vested in creating this body. And yet, an
octopus has a very short life. After about
3 or 4 years, the body literally falls apart:
eyes fall out, arms fall off and the octopus
literally breaks into pieces and dies.

How is it possible that so much energy is
spent to build such a complex creature as an
octopus, only to let it age to quickly? It ap-
pears that the DNA of an octopus contains a
lot of waste, that only expresses itself after
a few years. The selection pressure during
the evolution of the octopus was maximally
focused on the short term. An octopus lives
in challenging environments, and apparently
it was more useful to quickly develop than
to grow old. The long-term negative effects
of genes were less important than the short-
term benefits. Over many centuries, a lot of
waste accumulated in the DNA of the octo-
pus that leads to the swift aging after the re-
productive age, when all the negative longer
term effects manifest themselves.
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1. Structural Complexity
vulnerable software
entanglement
unknown dependencies

2. Structural Uncertainty
incomplete information
non-observable vulnerabilities
low predictability

3. Imperfect Decision Making
non-calculable risk
Governance-asymmetry
unfalsifiability of security claims

4. Accumulation of Controls
growing control sets
addition > removal
Tooling-proliferation

5. Systemic Waste & Entropy
control interference
Operational overload
increased fragility

6. Reduced Adaptive Capability
slower recovery
error sensitivity
rigidity and low agility

Cyber Senescence
Systemic aging by waste accumulation
through uncertainty and complexity

FIGURE 5. the mechanism of
cyber senescence

How is life of an octopus a metaphor of
cyber security? Cyber security has become
a revenue model for the IT industry. Un-
certainty about the real risks and the ef-
fectiveness of controls, combined with risk
averseness of executives who start to feel
their personal liability leads to high selec-
tion pressure to quickly patch vulnerabili-
ties for every newly discovered threat. The

agency problems that arise in security de-
cision making and the biases that play into
this are subject of recent study, see for exam-
ple [8] and [18]. The falsifiability of security
claims results in only adding controls regard-
less their long-term downsides. This leads to
an accumulation of waste in the cyber secu-
rity system. In other words: the cyber se-
curity system evolves in an eco-system that
looks a lot like the environment in which an
octopus evolved and in which all incentives
point in the wrong direction.

Many years have passed since the Reaper
and the Creeper. Our defence systems are
starting to age. Because of the fundamental
imperfection of security decisions, mistakes
and waste accumulate and complexity of cy-
ber defence itself will increase. This is al-
ready starting to manifest itself. The com-
plexity of cloud computing has become so
high, that cloud service providers now claim
that one can only properly secure it by using
the very newest technology like asset-graphs
and algebras driven by Al (see for example
[23], a technology launched in 2025 to pro-
tect azure tenants, years after the launch of
the azure cloud). This technology is not even
ready yet, so how can we even start with se-
curity by design?

Sometimes, issues have become so large,
that systems can only be protected by
switching them off, like in the Citrix case in
2021. We are approaching the situation that
we can no longer secure our digital world be-
cause both of the complexity of that world
and because of the complexity of the secu-
rity measures themselves.

I propose that if we continue this way, the
accumulation of waste in our security con-
trol frameworks will lead to decay. We are
watching our cybersecurity systems aging, a



new phenomenon that I call “cyber senes-
cence”.
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9. A CYBER SENESCENCE RESEARCH
AGENDA

How can we organise selection pressure on
the system that can lead to sustainable secu-
rity in a uncertain environment? I propose
we need to do three things, and all three are
part of the research of my chair’s mission.

Research Agenda

Cyber Senescence Management

Decision making under
uncertainty

Impact of regulations on strategic

reasoning

Waste collection &
optimalisation

* Local and acute solutions
for improved decision
making

* Manage and lower
uncertainty

* Study long term effects of
short term decisions

How can we create the right
selection pressure on the
cyber system

How does regulation
influence decision making
What leadership is needed
to improve choices

How can we identify waste
and start garbage collection
From provable security to
justifiable security

How can we manage
senescence and prevent
decay

FIGURE 6. research agenda

Firstly, we need to look for ways to make
better local security decisions under uncer-
tainty. This means we need to become better
at detection of incidents, for example by ap-
plying AI to analyse the increasing volumes
of telemetry, and make better threat analy-
sises to reduce uncertainty and help choose
controls. A lot of research is focussing on
these problems and recently Lampis Alevi-
zos and myself have published papers about
this ([12] and [1]).

Secondly, we need to find regulatory ways
to create selection pressure on the global
system that increases resilience. For this,
it is important to understand how regula-
tion, regulatory uncertainty and standards
impact strategic choices in organisation. Fu-
genie Coche, a very talented PhD student
at University of Amsterdam (supervised by
Ans Kolk and myself) has already done im-
portant work in this field ([7]).

Thirdly and most importantly, we must
learn how to manage cyber senescence. How
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can we cope with the accumulation of waste?
How can we recognize waste and start
garbage collection? How can we justify con-
trol removal and move from provable secu-
rity to justifiable security? And if we can-
not remove waste, how can we create new
value from it? I believe a new, holistic and
systemic analysis needs to be made of the
entire cyber security system. How does this
dynamic system evolve and how can we cre-
ate selection pressure that avoids or at least
manages cyber senescence?

All three topics require research as de-
picted in figure 6, but it also requires educa-
tion. It requires cyber security professionals
that can make decisions or know how to ef-
fectively influence decision makers that lead
to a resilient digital future. For this reason,
I have set up the new Cybersecurity Lead-
ership Academy at the Amsterdam Business
School of the University of Amsterdam. I
believe that the unique curriculum of this
academy will help build a security workforce
that combines deep understanding of the
cyber security with knowledge about how
decisions are made. It is this combination
that will be needed for security professionals
to be effective at influencing strategic deci-
sion making and managing cyber senescence.

I will close. Cyberspace has become very
complex, and it continues to develop through
economic and technical choices by all par-
ties that are part of it. Because of uncer-
tainty, low predictability and imperfection of
security decisions, wast accumulates in se-
curity controls frameworks which leads to
cyber senescence: the decay of our digital
world. Just like that beautiful octopus that
falls apart after a short life.

My research and education will focus on
developing insights into the mechanisms of
cyber senescence and ways to deal with that.

This is my mission: to work on a digital fu-
ture that is sustainable and in which humans
are safe, free and happy.
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